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3 See: http://web.worldbank.org/WBSITE/EXTERNAL/TOPICS/EXTTRANSPORT/EXTTLF/0,,contentMDK:21514122~me
nuPK:3875957~pagePK:210058~piPK:210062~theSitePK:515434,00.html.
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PORT COMMUNITY SYSTEMS

Alan Long

Abstract

Ports are natural bottlenecks in the transport chain, yet they are logical places to carry
out customs controls. Port Community Systems have played a major role in facilitating
the more efficient movement of goods while allowing Customs and other government
departments to maintain effective controls. This article traces the history of one such
system from the early days of planning through to the current day, in order to provide
an insight into the benefits that can be achieved by both Government and the trade,
transport and logistics communities. In so doing, the role that such systems can play in
terms of implementing a comprehensive Single Window is highlighted.

Introduction

The development and implementation of Port Community Systems (PCS) have been significant
contributing factors to the more efficient movement of cargo across international borders. These systems
vary in both technical and functional design and operation and in coverage in terms of users and
locations. Some are effectively message switches, others incorporate messaging with a database, some
are designed for specific ports and others try to offer a generic solution. It is interesting to note that, in
recent years, they have been held up as examples of Single Windows and in many respects, this is true.
The most effective PCS also provide services which most government Single Windows do not, that is,
Business-to-Business information exchange.

The Felixstowe Port Community System

January 2009, the time of writing this article is, by coincidence, the 25th Anniversary of the implementation
of the PCS in Felixstowe, the United Kingdom’s (UK) premier container port and the first in the country to
introduce such a system. Maritime Cargo Processing Plc is the community-owned company established
to manage and market the system.

Planning for the system, which started its life as FCP80 (Felixstowe Cargo Processing for the 80s) began
in 1981 when the East Coast port was facing a time of crisis in terms of throughput which had reached
over half a million TEU (Twenty Foot Equivalent Units). Ports are obvious potential bottlenecks for
international trade and transport, and the explosive growth of Felixstowe meant that it had reached the
stage where it needed to find a way of streamlining the processes and procedures that were causing
delays to the movement of goods or it would not be able to continue to expand.

The reason for this approach, rather than just seeking to expand the operational area of the port, was quite
simple. Senior management recognised that if they did not tackle the bottlenecks that were occurring
because of the cumbersome documentary processes and procedures associated with the clearance and
movement of the cargo, this problem would not be resolved even if the port itself was extended. An
increase in physical capacity and throughput would only lead to an increase in documentation, all of
which would require the same onerous manual processing. In fact, the situation would worsen, because the
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primary documentary requirements, the manifest and the Customs Declaration, relied on the availability
of personnel (particularly Customs) to process them and in the late 1970s and early 1980s, one of the
main aims of the UK Government was to reduce the number of Civil Servants.

The decision was therefore taken to develop and implement a PCS with the whole emphasis being to
eliminate, as far as possible, the number of paper documents, often in multiple copies, that were carried
around the port. Shipping lines and agents, forwarders and brokers, customs and other government
authorities, transport operators and the ports/terminal operators are reliant on information from each other
to perform their functions effectively. Activity in each sector has an impact on the others. It was clear
that if information could be passed between them in an accurate and speedy manner and without paper,
there was the potential for the whole operation to improve its efficiency and this would allow throughput
to continue to rise through faster movement of goods, thus also making the physical expansion a more
attractive proposition.

In order to ensure that the system would be a success, or at least mitigate against possible failure, the
various sectors of the Felixstowe port community were engaged in the design process and a Steering
Committee, project team and various sub-groups were established. HM Customs & Excise (now HM
Revenue & Customs) played a key role in this by setting up a dedicated local team as well as providing
technical and policy support from Headquarters. It has often been stated that one of the major reasons for
the overwhelming success of the system is that it was ‘designed for the users, by the users’, a philosophy
which has continued for the past 25 years.

It was identified at an early stage that one of the main causes of delay was the processing of customs
declarations. Average clearance times were between four and five days and figures showed that one
in three declarations received by Customs contained errors. At this time, maritime declarations were
prepared on paper by Freight Forwarding Agents/Customs Brokers and presented to Customs, where
the details were entered into the central customs declaration processing system by data processors
employed by the Department. Validation of the declaration data by the Customs system often resulted in
the identification of errors and then a process of notification, amendment, re-submission and re-keying of
the data followed. It was this which largely contributed to the lengthy average clearance times.

The Customs system was, however, capable of handling declarations in a Direct Trader Input (DTI)
environment and indeed, the larger UK airports were already utilising DTI. The Steering Committee
therefore decided to implement the PCS in two phases. The first phase would see the introduction of
DTI to the port and as this was largely a technical issue, the design of Phase 2, which would achieve
the full objectives of the PCS, was to take place in parallel. An Invitation to Tender was issued in 1981
and the contract awarded. By January 1982 the necessary resources were in place and design of the PCS
functionality began. The intention from the beginning was for the eventual users of the system to dictate
exactly how the system would function and the responsibility of the contractor was to ensure that their
requirements were met.

Included in the constraints placed on the project team was that the PCS should only deal with major
operational processes; it must not duplicate those functions where efficient systems already existed
and it must, from the very beginning, provide for the electronic exchange of data, including manifest
information. The reason for this is simple and obvious — the Port of Felixstowe and many of its major
customers, the carriers and shipping lines, already had systems of their own in which they had invested
heavily and they did not want to jeopardise that investment.

Phased approach

Phase 1 was implemented on 28 January 1984 and essentially provided Freight Forwarders in the
Felixstowe port community access to the Customs central declaration processing system through a
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single gateway, the PCS. Could this eventually provide a single gateway to a Government International
Single Window?

Using DTI, declarations prepared off-line using application packages developed by specialist software
houses working with the Freight Forwarding industry, are sent by Electronic Data Interchange (EDI)
message to the customs system through the forwarders link to the PCS, where they are processed
on a real-time, interactive, basis. Any validation errors are reported directly back to the forwarder’s
system, by EDI, via the PCS gateway where they can be corrected and the data re-submitted in a single
operation. The forwarder is therefore effectively fulfilling the role previously undertaken by Customs
personnel, freeing them to concentrate on more productive activities. The introduction of DTI alone
led to a dramatic improvement in clearance times, from the previous four to five days to around six
hours. Developments since 1984, together with the impact of Phase 2 implementation, have reduced
clearance times to zero in the majority of cases. In other words immediate release is notified to the PCS
by the customs declaration processing system on acceptance of the declaration. Only those declarations
requiring further documentary or physical checks to be carried out do not receive immediate release.

Phase 2 (also known as Inventory Control) development continued and implementation took place some
18 months later. The time lag between the two phases was sufficient for the completion of the functional
specifications, development of the application itself by the contractor and for full testing to take place by
volunteers from the community enlisted to the project team and its various sub-groups. The basic concept
of Phase 2 is to capture data relating to every import, export and transhipment container/consignment
on every vessel, to store that data and to use it to allow the various sectors of the port to carry out their
physical operations without having to resort to paper documents.

Phase 2 consists of several modules and in the years since its original implementation there have been
substantial changes, additions and improvements made. The concept of the system however, to replace
paper documentation with electronic equivalents, has not changed. The following list represents the
majority of documents that have been replaced through use of the PCS:

* Manifests and associated amendments

* Customs release notes

* Ship’s out-turn/discharge reports and amendments

*  Bonded removal documents (for example, inter port, ICD, CFS, etc.)
* Local transhipment documentation

e Lines’ commercial release

* Acceptance of rent/storage charges

* Delivery instructions to transport operators (road/rail)

* Export delivery advice

* Export arrivals

*  Export load list

* Loading reports

» Customs scanning/examination/sealing requirements

* Port health/quarantine and other government departments’ activities
* Requests to out-turn in sheds/warehouses (devanning)

* Shed/warehouse out-turn reports and amendments

* Customs declarations for exports

* Ship planning notifications and amendments

* Dangerous/hazardous goods reporting
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The most significant of these in terms of Customs are probably the first three, as they previously
represented the most labour-intensive in terms of manual processing, after the customs declaration
itself. Almost 100% of manifests are now received electronically into the PCS, predominantly using the
UN/EDIFACT CUSCAR message.' Indeed, the first manifest received in 1985 was actually electronic
(using a proprietary message) and replaced the seven copies that were previously circulated around
the port on paper! A screen input facility is available for the very few companies that do not have the
capability to send data electronically. The manifests submitted to the PCS are used by Customs for all
fiscal control purposes and manifests submitted to the system in CUSCAR format are forwarded to the
central customs anti-smuggling system, for profiling purposes. An extract of the manifest is also sent to
the port operator’s own computer system, for operational purposes. The manifest is also made available
to other government departments, such as quarantine, veterinary and agriculture that also use the system.
No paper manifests are required to be produced to Customs, to the port operator, or to other government
departments using the system. The manifest data is stored on the PCS database and amendments can be
made by the carriers without the need to obtain prior approval, with notification of sensitive amendments
being immediately notified to Customs.

Each item on the manifest is allocated a unique reference number by the PCS and because this number
is included in the associated customs declaration, this allows automatic ‘writing-oft” to take place. As
clearance messages are received from the customs declaration processing system, the PCS sends a
message to the appropriate Forwarding Agent/Broker and to the port, thus eliminating the paper customs
release note. During discharge of the vessels, the port operator’s own computer system sends messages
to the PCS as each container (or Bill of Lading for general cargo) is landed and the PCS in turn sends
messages to the carrier’s in-house system and records the status on its database. On completion of
discharge, the PCS compares the data received from the port operator with that held against the original
manifest and issues ‘discrepancy lists’ to Customs and the carriers detailing short- and over-landed
containers or general cargo items which may need further investigation or action.

Customs practitioners in particular will recognise the benefits of the electronic processing described
in these examples when compared to the previous manual experience. Similar explanations could be
recounted for the other documents listed.

It is not only in the Business-to-Customs and Customs-to-Business areas, however, that the PCS has
made an impact in the cross-border environment, although these are often the most documented and are
certainly how most PCS providers like to promote their systems. It is true that they have helped to reduce
clearance times and reduced paper documents but, perhaps more importantly, they have encouraged
data transfer and the single submission of data for multiple use in the Business-to-Business area of port
operations. The concept of single submission is held up as one of the major benefits of International
Trade Single Windows. Governments intending to develop Single Windows would therefore do well to
look at the experiences of PCS providers when doing so, or they run the risk of providing systems that
do not fully meet the needs of their ‘customers’.

Conclusions

To summarise, the experience at many ports worldwide has shown the significant gains to be made
by developing port community systems. Such systems reduce the overall amount of clerical work by
providing a means of capturing information once and allowing controlled access by all appropriate
members of the port community. Wasted effort is avoided because duplication of entry and storage of
data is reduced to a minimum. The time required to release cargoes is reduced because the necessary
information is instantly available to those who need it.
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Overall, the ports offering such systems are easier to use and therefore, more attractive to existing and
potential users. Benefits accrue to all members of the port community, which has an effect on the future
of the port. It cannot be overstated, however, that the fundamental prerequisite for such port community
systems is the sense of ‘community’. It is essential that all the major members of the community agree
their common interests and accept a common action plan to achieve the required development. One must
not lose sight of the fact that the community system must be designed by the users for the users.

The system used in Felixstowe, originally FCP80, changed its name in 1990 to FCPS (the Felixstowe
Cargo Processing System). By 2002, the FCPS Community system was processing some 70%-plus
of containerised trade through UK ports and a significant proportion of the country’s general cargo.
Although very efficient and effective, FCPS was based on technology that was being rapidly overtaken.
In late 2002, the decision was taken to undertake a complete re-write of the system onto a modern
technical platform and this commenced in December of that year. The replacement system, Destin§,
was successfully implemented after more than five years of development and testing, being rolled out
to approximately 650 customers and 3200 users overnight on 13 May 2007. The system is now in
operation in Felixstowe, Harwich, Ipswich, Immingham, Hull, Teesport, Tyne, Grangemouth, Aberdeen,
Glasgow, Liverpool, Bristol, Thamesport, the Medway Ports and Tilbury as well as approximately 70
inland clearance locations (Container Freight Stations).

Endnotes

1 United Nations/Electronic Data Interchange For Administration, Commerce and Transport Customs cargo report message.
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MANAGEMENT TEAM COMMITMENT IS
KEY FOR SUCCESSFUL AUTOMATION IN
CUSTOMS ADMINISTRATION

Ajantha Dias

Abstract

Besides its traditional revenue collection and enforcement tasks, Customs places
great importance on facilitating and promoting trade and automation provides tools to
accomplish this. Customs plays a pivotal role in international trade transactions and
in this paper, the use of an automated systems approach to the processes involved in
cargo clearance is highlighted. The successful implementation of automation projects
largely depends on an effective project team and the unequivocal commitment of senior
management. Better results can be achieved by simplifying procedures in accordance
with international best practices instead of simply automating manual systems.

From traditional tasks to trade facilitation

Customs formalities at border crossings are key elements in international trade insofar as they serve to
monitor and control the movement of goods and passengers through customs barriers. The collection
of revenue by way of duties and taxes is one of the main activities of any customs administration. The
percentage of revenue collected by the customs administrations of developing countries can be up to
50 per cent of total government revenue.

Certain commodities require the approval of other statutory agencies before they are released from
the border-crossing point (for example, quarantine and health authorities). Statutory agencies rarely
delegate authority to clear such cargo to Customs. As a result, the cargo clearance procedure has become
complicated and cumbersome.

The World Customs Organization (WCO), the United Nations Conference on Trade and Development
(UNCTAD), the World Trade Organization (WTO) and other international organisations all promote trade
facilitation. As a result, several countries have established their own bodies to promote and implement
trade facilitation measures, for example, SITPRO (Simplification of International Trade Procedures)
of the United Kingdom, and JASTPRO (Japan Association for Simplification of International Trade
Procedure).

Nowadays, trade facilitation is one of the key activities in most customs administrations. Many have
changed their mission statements to reflect this fact and refer explicitly to ‘trade facilitation’.

Customs automation

It was soon recognised that automation was an important means of trade facilitation and the automation
of customs processes marked a giant leap forward in its implementation. During the 1980s, customs
automation gathered momentum: developed countries created their own systems while UNCTAD
designed a system now known as ASYCUDA (Automated SYstem for CUstoms DAta) to assist
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developing countries. Now, decades later, most customs administrations use automated systems in
relation to cargo processing. During this time, the number of ASYCUDA user countries has risen to 90.

Not all customs administrations have automated at the same pace. Some have attained a paperless trading
environment while others are still at an early stage of automation. Even where administrations use the
same or similar software, there are still different levels of automation.

There are a number of articles, books and guides written on customs automation. For example, the
Customs Compendium No. 2 published in 2004 by the WCO is a useful guide that highlights issues
relating to this subject.

There are many sound reasons for automating customs processes: among the most important are expediting
cargo clearance, the timely and accurate reporting of statistics, greater integrity and transparency, and
more effective monitoring and control mechanisms — to name but a few. Whereas automation measures
in a private company mainly seek to improve profit, those in customs administrations focus on striking
a balance between revenue collection and trade facilitation.

Once the decision has been taken to automate, careful planning is required. Any information and
communication technology (ICT) project follows certain steps, including a feasibility study, establishment
of project management, system development, procurement, installation, implementation, testing, training,
post-implementation review and maintenance (see Customs Compendium No. 2, p. 8).

There are many textbooks explaining exactly what the tasks are and what is expected at each step.
Therefore, what follows in this paper is my experience gathered from automation projects in which I have
been directly or indirectly involved, and includes some recommendations for an effective automation
process. It is not my intention to belittle the efforts made by those involved in unsuccessful attempts.

Contribution of the project team

In one of the automation projects in Sri Lanka (which I will refer to as ‘Project X’) the customs
administration decided to develop software locally and awarded the contract to a reputable and well-
established local software company. Most members of the project team were from statistical and
administrative backgrounds — generally they had worked in Customs for a few years before moving on
to another department. They were the only people the software developer met regularly. After an initial
study of the tasks performed by the department to be automated, they hardly discussed the progress or
the proposed new procedure with the users themselves. They proceeded to design and install the system.
At the training stage, potential users pointed out some flaws and shortcomings of the system. However,
by then it was too late to modify the software. As a result, users felt that they were being forced to use
a flawed system and, moreover, that the system did not ‘belong to them’. Soon after, the decision was
taken to abandon the project.

A few months after Project X was abandoned, the customs administration decided to use an off-the-
shelf package for its automation of the cargo clearance procedure and the Ministry of Finance arranged
the necessary funding. This time, the project team consisted of customs officers selected from various
sections of the department. They brought a wealth of customs experience to the project and were prepared
to make changes. The project team had regular meetings with both potential users and representatives
of the trading community. By the time it was ready to implement, users had a good idea of the proposed
procedure which meant there was minimum resistance. The users also believed that they were under an
obligation to implement the system because they had contributed to its development. The project was
implemented successfully by the target date.

One could argue that there were several reasons for the failure of Project X, but one of the most important
was the composition of the project team. That team has a pivotal role in the successful implementation of
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any automation project. The team’s experience and its ability to work effectively as a team, its acceptance
of change, and its ability to convince colleagues and users of the significance and viability of the project
are all equally important.

If it is decided to entrust software development to in-house or external developers, the project team must
also include computer specialists. In this situation, detailed discussions should be carried out with users
prior to the software design stage. It is always better to design a prototype and evaluate the feedback
from potential users because any changes to the software after installation and acceptance will prove
very costly. Had the project team followed these basic recommendations, Project X would probably have
been successful.

Commitment of the management team

Guides and articles written on customs automation always emphasise the commitment of politicians and
management. Commitment from senior management is the most important: even the best software and
most dynamic project team will not achieve the goals of the automation project if senior management
is not willing to accept the changes. Moreover, the commitment and support of senior management are
required not only during the project implementation period but also during the entire life cycle of the
system. There are a series of decisions to be taken when introducing an automated system. Management
is required to take drastic action and must have the courage to make changes. Otherwise, the automated
system could be lumbered with the remnants of the old manual system. The most common example
of this is where manual records and a computerised system exist side-by-side. A comparison of the
processes of countries that use the same version of ASYCUDA software reveals that some have almost
attained a paperless environment whereas others still require several copies of cargo declarations.

Simplification of procedures

According to the UN/CEFACT definition, trade facilitation involves the simplification, standardisation
and harmonisation of procedures and associated information flows that are required to move goods from
seller to buyer and to make payment.

A customs automation project should not simply aim to automate a manual system or to upgrade an
existing computer system with modern, high-tech equipment. Rather, the aim should be to eliminate or
reduce all unnecessary elements and duplications in formalities, processes and procedures and to align
national formalities, procedures, operations and documents with international conventions, standards
and best practices. Internationally agreed formats for practices, procedures and data fields should be
used, and data requirements limited to those data fields referred to by the WCO Data Model.

A couple of decades ago, the main aim was to link processes within customs administrations. Today, it
is necessary to link other departments and government agencies such as those departments regulating
agriculture, health and standards that are involved in the processing of customs declarations. The ‘one-
stop-shop” and Single Window concepts have been realised and authorisations are issued electronically
instead of on paper. In computer terms, we are progressing from ‘Vertical Integration’ to ‘Horizontal
Integration’.

Conclusions

Technology has evolved to such an extent during the last two decades that software today can handle even
the most complex customs formalities. The most difficult aspect that is often overlooked by management
is the streamlining and simplification of the processes. As far as possible, those processes should be
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aligned with the best practices set out in the Revised Kyoto Convention. Better results could be achieved
if automation is introduced as part of customs reform and modernisation projects.

Customs automation is no longer a one-off exercise or isolated event. It influences or stimulates the use
of ICT in other departments and statutory bodies as well as in the private sector. What is required are a
transparent and collaborative approach and the commitment of senior management. It is the responsibility
of the latter to sustain the computer system. Due recognition should be given to staff of the ICT section
and they should be motivated and rewarded appropriately.
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US IMPORTER SECURITY FILING:
ADVANCE ELECTRONIC DATA UNDER
THE SAFE FRAMEWORK MEETS THE

REAL WORLD

Bryce C Blegen

Abstract

The World Customs Organization (WCO) SAFE Framework of Standards (SAFE
Framework) incorporated as a core element the idea of utilisation of advance electronic
information as a means for Customs to perform a security-based risk assessment
of inbound consignments prior to their physical arrival in a country, allowing for
detention of harmful shipments prior to their departure at origin, and more effective
targeting of high-risk consignments prior to their arrival at the port of destination.
The United States Importer Security Filing constitutes the first implementation of this
principle into widespread practice. This article provides a comprehensive overview of
the new requirements, an analysis of their impact on traders, and draws attention to
certain aspects of the US initiative which may, if not modified, impede its successful
implementation, and which should be considered by other countries looking to put in
place similar requirements.

1. Introduction

Under the World Customs Organization (WCO) SAFE Framework of Standards (SAFE Framework),
adopted at the WCO Council in June 2006, the first of the four Core Elements for customs administrations
provides for the use of advance electronic information on in-bound cargo as an essential tool for Customs
to perform a risk assessment on a consignment intended for import (or transit), whether the data is
obtained prior to import, prior to their physical arrival, prior to their departure from origin, or even prior
to their lading on an out-bound means of international transport. Regardless of timing of the advance
data transmission, the idea is to give Customs more data, in an electronic form which is subject to
automated analysis, at an earlier point in order to allow effective risk analysis to be performed prior
to presenting the consignment for customs inspection. The intent is to enhance targeting effectiveness,
allowing low-risk cargo to proceed without inspection and consignments deemed to be high risk to be
inspected or interdicted. This should allow Customs to more effectively exercise its role in protecting
the public from the risk of terrorist abuse of the international trading system to transport weapons of
mass destruction, or their components or precursors, from one country to another, as well as to minimise
disruption of legitimate trade. Aside from this anti-terrorism focus, it is evident that advance data should
also allow Customs to better target smuggling or non-compliant import consignments, and is a widely
accepted rationale for the implementation of new regulatory requirements in these areas.

Although the European Union (EU), Japan, and other countries are in the process of formulating advance
data-related regulatory requirements, with implementation dates in some cases already set, the United
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States (US) which since 9/11 has been at the forefront of formulating and enacting supply chain security
initiatives, is almost certain to be the first country to roll out an advance data initiative focused on
imports. On 25 November 2008, the US Department of Homeland Security, through its subdivision US
Customs and Border Protection (CBP), issued an interim final rule entitled ‘Importer Security Filing and
Additional Carrier Requirements’. This rather innocuously titled 57-page regulation contains what is
likely to represent the single most significant change in the US import process in at least 15 years, and is
the culmination of approximately two years of concentrated effort by CBP in the face of widespread trade
opposition within the US. The initiative embodied in the interim final rule has become widely known
as ‘10 + 2°, due to the number of key data elements required, although it is now officially known as the
Importer Security Filing (ISF). It has its legal basis in Section 203 of the Security and Accountability
for Every Port Act of 2006 (Pub. L. 109-347, 120 Stat. 1884), widely known as the ‘SAFE Port Act’,
which requires the Secretary of Homeland Security to promulgate regulations to ‘require the electronic
transmission to the Department [of Homeland Security] of additional data elements for improved high-
risk targeting, including appropriate security elements of entry data...to be provided as advanced [sic]
information with respect to cargo destined for importation into the United States prior to loading of
such cargo on vessels at foreign seaports’. CBP’s official rationale for the ISF regulation, as included in
the 25 November 2008 rule notice, was ‘the information required is that which is reasonably necessary
to enable high-risk shipments to be identified so as to prevent smuggling and ensure cargo safety and
security pursuant to the laws enforced and administered by CBP’. CBP announced that implementation
of the ISF requirements were to go into effect, in large part, on 26 January 2009, with full implementation
(and enforcement of violations) scheduled for one year later, in early 2010.

The implementation of the ISF requirements in the US is sure to have far reaching effects, as it will
directly or indirectly affect all parties engaged in the sales and subsequent supply chain process related
to all overseas consignments travelling by ocean vessel and entering US ports (even temporarily), even
though its legal purview is limited to US-bound carriers, freight forwarders acting as ‘virtual” carriers
(the Non-Vessel Operating Common Carriers [NVOCCs]) and importers (even temporary importers)
of the inbound consignments. As the first real-world example of the SAFE Framework’s advance data
core element to be implemented, the US ISF regulations are worth careful examination, as they will by
definition provide a precedent for other countries looking to implement similar initiatives, and already
may be useful to provide insight into some of the factors that should be considered both prior to and
during implementation of such initiatives. There is no doubt that the next year of phased enforcement
of the ISF requirements will lead to many further lessons learned, and continued close scrutiny by
international policymakers of the US ISF roll-out is warranted.

2. US import process today

In order to appreciate the significance of the changes introduced under the ISF regulations, it is important
to understand the current US import process. For a number of years, ocean carriers have been required
to submit advance manifest data, generally in electronic form, for goods coming into the US. Manifest
data is submitted to the US Government’s Automated Manifest System (AMS), where it is used to
target shipments for inspection by CBP. After the events of 9/11, advance manifest requirements were
strengthened under the so-called ‘24-Hour-Rule’, promulgated under the Trade Act of 2002, which
mandated both an expanded data set (see column 1 of Figure 1 below for a listing) and the requirement
that manifest information be submitted ‘no later than 24 hours before the cargo is laden aboard a vessel
at a foreign port’ (although in practice the data is normally required to be ready for submission at the
vessel’s arrival at the port for loading, and especially in the case of consolidated cargo, even earlier). The
key identifier for manifest information for shipments inbound into the US is the Bill of Lading number,
which is an alphanumeric consignment reference satisfying strict requirements set out in the US Customs
Regulations (19 CFR §4.7a). Carriers, freight forwarders and consolidators accepting goods via ocean
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freight destined for the US issue Bill of Lading numbers for each individual consignment accepted under
a schema designed to enable them to function as a unique reference for reporting to CBP. These service
providers generally have direct access to the AMS, which has historically been the primary conduit for
communication with CBP for port- and vessel-related activity occurring outside of the US.

Figure 1: Current Status Versus New Requirements
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Source: U.S. Department of Homeland Security, U.S. Customs and Border Protection 2009, ‘Importer Security Filing and
Additional Carrier Requirements, 10+2 Program: Importer Presentation, 02/13/2009°, slide 74, http://www.cbp.gov/xp/cgov/trade/
cargo_security/carriers/security _filing/

Commercial goods imported into the US are generally subject to a two-step filing process, with qualified
importers entitled to file an Entry for Immediate Delivery (often referred to as a ‘3461’ from its CBP
form designation) prior to arrival of the vessel at the port, and to receive a provisional release of the
goods, subject to the requirement to file a subsequent full declaration (called the Entry Summary, or
©7501°) within 10 working days thereafter. For both declaration types (note that there are others for
special categories of merchandise, but the same time periods generally apply), the filings are done either
directly (by an importer via self-filing) or via the importer’s agent (the US Customs Broker) electronically
to the US Government via a messaging interface called ABI (Automated Broker Interface, currently
undergoing transition to a new system environment called the Automated Commercial Environment or
‘ACE’). Electronic communications with ABI are conducted in a prescribed messaging format, and must
be generated by a CBP-approved software application, after strict qualification testing. Filings must be
done by approved filers (whether importers acting as self-filers or customs brokers filing on behalf of
importer clients), each of which is identified by a unique Filer Code issued by CBP after an approval
process. The Bill of Lading number of the single or multiple consignments covered by the import entry
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is a required element in all importer declarations, and is utilised by CBP as the key matching element
between the data submitted to the AMS system and that submitted to the ABI system

It should be noted that the data required in the advance AMS filing (see Figure 1), even as modified by
the 24-hour rule, is focused on transport- and high-level commodity information, not on details of the
commercial transaction underlying the consignments covered, such as buyers, sellers, other parties and
service providers involved and details of origin, place of manufacture, and ultimate destination. The data
provided in the import declarations does cover much of this information but is generally provided after
the arrival of the consignment in the US, often several days thereafter. Since knowledge of the parties
to an import transaction is a key element in determining the terrorism risk status of a consignment, the
import declaration timing requirements have, as a practical matter, historically precluded CBP from
effectively targeting high-risk consignments prior to lading or arrival in the US. Lack of advance data on
parties to and origin of a consignment have also limited CBP’s ability to tie targeting activities to party
risk status (for example, a party’s compliance record or membership in the Customs-Trade Partnership
Against Terrorism [C-TPAT] program) until after the goods physically arrive in the port. CBP’s primary
purpose in promulgating the ISF regulation was to fill this perceived gap.

3. Advance data under the SAFE Framework and under ISF

The WCO SAFE Framework emphasises, with regard to Pillar 1 (Customs-to-Customs cooperation),
that:

The central tenet of this pillar is the use of advance electronic information to identify high-risk
containers or cargo. Using automated targeting tools, Customs administrations identify shipments
that are high-risk as early as possible in the supply chain, at or before the port of departure.

Provision should be made for the automated exchange of information. Systems should therefore be
based on harmonized messages and be interoperable (2007, p. 7).

While it could be argued that the above applies only to harmonised messaging between customs
administrations, the SAFE Framework goes on to state in Standard 6 for customs administrations that
‘The Customs administration should require advance electronic information on cargo’ (2007, p. 20), and
then goes into great detail in terms of what data (in terms of data elements and their definitions, which
are included in the SAFE Framework after Section 1.3) may be obtained. With regard to import, it states
the following:

1.3.3. Import Goods declaration: The importer or his/her agent has to submit an advance electronic
import Goods declaration to the Customs at import prior to arrival of the means of transport at the
first Customs office. For security purposes, Customs should not require more than the details listed
in 1.3.1 (2007, p. 15).

The ISF regulations, by and large, do not refer to existing international standards, but rather explicitly
enumerate and define the data elements to be provided, as well as the acceptable transmission methods.
Messaging requirements for the primary interface to be used by ISF Importers, the ABI system, were
published on 3 December 2008. It is notable that neither a number of the data elements themselves, nor
their definitions, are in conformity with the standards set out in the WCO SAFE Framework. Nor are they
in conformity with the WCO Data Model, nor, in most cases with the UN data standards. Although the
US has been actively engaged in proposing modifications to the WCO SAFE Framework data standards
to encompass the ISF requirements, it elected to go forward with the ISF requirements without achieving
these changes. With the exception of the use of international standards-based messaging on a portion of
the carrier ISF filings made in the AMS system, it appears that ISF messaging is to be based primarily on
ABI-specific requirements and protocols.
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4. What does the ISF rule require?

The new regulation imposes requirements on (1) ocean carriers bringing goods into the US and (2)
importers, as defined in the regulation, to transmit an Importer Security Filing to CBP.

A. Carrier requirements (the 2°)

From ocean carriers, including the ‘virtual’ carriers known as NVOCCs being generally operating units
of international freight forwarders, the regulation requires two data elements different from those already
submitted as part of their AMS requirements (see Figure 1), namely the (1) stow plan and (2) container
status messages. Under the new regulations, CBP must receive ‘the stow plan no later than 48 hours after
the carrier’s departure from the last foreign port. For voyages less than 48 hours in duration, CBP must
receive the stow plan prior to the vessel’s arrival at the first port in the United States’. Vessels exclusively
carrying bulk and break bulk cargo are exempt from the ISF requirements, and do not need to submit
either stow plans or status messages.

‘The vessel stow plan must include standard information relating to the vessel and each container laden
on the vessel’, as indicated in Figure 1. With regard to the Container Status Message requirement, the
regulations require ‘carriers to submit container status messages (CSMs) to CBP daily for certain events
(see Figure 1) relating to all containers laden with cargo destined to arrive within the limits of a port...
[for example, including freight to remain on board (FROB) and destined for a port outside of the United
States]. CSMs created under either the American National Standards Institute (ANSI) X.12 standard or
the United Nations rules for Electronic Data Interchange For Administration, Commerce and Transport
(UN EDIFACT) standard are acceptable’.

‘Carriers must submit CSMs [to CBP] no later than 24 hours after the message is entered into the carrier’s
equipment tracking system’, when any of the required events occurs. Events to be reported (only if the
carrier otherwise tracks or enters them into its own or client systems) include:

(1) When the booking relating to a container which is destined to arrive within the limits of a port in
the United States by vessel is confirmed;

(2) When a container destined to arrive within the limits of a port in the United States by vessel
undergoes a terminal gate inspection;

(3) When a container, which is destined to arrive within the limits of a port in the United States by
vessel, arrives or departs a facility (These events take place when a container enters or exits a port,
container yard, or other facility. Generally, these CSMs are referred to as “gate-in” and “gate-out”
messages.);

(4) When a container, which is destined to arrive within the limits of a port in the United States by
vessel, is loaded on or unloaded from a conveyance (This includes vessel, feeder vessel, barge, rail
and truck movements. Generally, these CSMs are referred to as “loaded on” and “unloaded from”
messages.);

(5) When a vessel transporting a container, which is destined to arrive within the limits of a port in
the United States by vessel, departs from or arrives at a port (These events are commonly referred to
as “vessel departure” and “vessel arrival” notices.);

(6) When a container which is destined to arrive within the limits of a port in the United States by
vessel undergoes an intra-terminal movement;

(7) When a container which is destined to arrive within the limits of a port in the United States by
vessel is ordered stuffed or stripped;

(8) When a container which is destined to arrive within the limits of a port in the United States by
vessel is confirmed stuffed or stripped; and
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(9) When a container which is destined to arrive within the limits of a port in the United States by
vessel is shopped for heavy repair.

CBP has offered carriers the option of transmitting all CSMs, rather than just those relating to containers
destined for the United States or relating only to the required events. By doing so, however, the carrier
authorises CBP to access and use those data for targeting.

B. Importer requirements (the ‘10°, or sometimes, the ‘5’)

Under the new ISF regulations, there are two categories of Importer Security Filing. The first applies
to consignments which (a) are to remain on board the vessel while in the US port or ports (‘freight
remaining on board’, or FROB), or (b) will move under transit procedures for transportation onward to
a final destination in another country. The party designated by the ISF regulations as the ‘ISF Importer’,
and therefore responsible for the ISF filing, is deemed to be the carrier in the case of FROB and the party
filing the transit document for the transit category. This designation appears to be designed to distinguish
application of the ISF regulations’ requirements from those applying to classic US concept of ‘Importer
of Record’, which has its own set of obligations under US customs law and regulation. This brings the
party responsible for FROB (who would not otherwise be deemed an Importer under US customs law)
within the coverage of the ISF regulations.

Note that consignments in temporary transit status destined to a Foreign Trade Zone (FTZ) in the US
are subject to the full 10-element ISF requirements (see below for the details of ISF-10). Consignments
originally intended to transit the US for re-export but which undergo a change in status in transit (for
example, re-designated for an import or a FTZ) become subject to the 10-element requirement. Otherwise,
however, for the ISF-5 importer category, a 5-element advance data submission is required. Note that
only two of these, elements 4 and 5, are also required under the 10-element ISF category. The elements,
and their definitions, are as follows:

(1) Booking party. Name and address of the party who initiates the reservation of the cargo space for
the shipment. A widely recognized commercially accepted identification number for this party may
be provided in lieu of the name and address (Dun and Bradstreet Data Universal Numbering System,
or ‘DUNS’ numbers are listed as being acceptable).

(2) Foreign port of unlading. Port code for the foreign port of unlading at the intended final
destination.

(3) Place of delivery. City code for the place of delivery.

(4) Ship to party. Name and address of the first deliver-to party scheduled to physically receive the
goods after the goods have been released from customs custody. A widely recognized commercially
accepted identification number for this party may be provided in lieu of the name and address (DUNS
or Facilities Information and Resources Management System ‘FIRMS’ numbers are listed as being
acceptable).

(5) Commodity HTSUS number. Duty/statistical reporting number under which the article is classified
in the Harmonized Tariff Schedule of the United States (HTSUS). The HTSUS number must be
provided to the six digit level. The HTSUS number may be provided to the 10-digit level.

The second ISF category applies to all consignments destined for import (whether upon arrival or
after storage or processing in a FTZ). The ISF consists in general of 10 elements, unless an element
is specifically exempted. The 10 elements are as follows: (1) Seller; (2) Buyer; (3) Importer of record
number/Foreign trade zone applicant identification number; (4) Consignee number(s); (5) Manufacturer
(or supplier); (6) Ship to party; (7) Country of origin; (8) Commodity HTSUS number; (9) Container
stuffing location; and (10) Consolidator (stuffer). The manufacturer (or supplier), country of origin, and
commodity Harmonized Tariff Schedule of the United States (HTSUS) number must be linked to one
another at the consignment line item level, meaning that each combination of commodity, origin, and
manufacturer/supplier in a consignment would need to be reported as a separate line in the ISF.
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The definitions of the ISF-10 data elements are as follows:

(1) Seller. Name and address of the last known entity by whom the goods are sold or agreed to
be sold. If the goods are to be imported otherwise than in pursuance of a purchase, the name and
address of the owner of the goods must be provided. A widely recognised commercially accepted
identification number for this party may be provided in lieu of the name and address (DUNS numbers
are listed as being acceptable).

(2) Buyer. Name and address of the last known entity to whom the goods are sold or agreed to
be sold. If the goods are to be imported otherwise than in pursuance of a purchase, the name and
address of the owner of the goods must be provided. A widely recognized commercially accepted
identification number for this party may be provided in lieu of the name and address (DUNS numbers
are listed as being acceptable).

(3) Importer of record number/Foreign trade zone applicant identification number. Internal Revenue
Service (IRS) number, Employer Identification Number (EIN), Social Security Number (SSN), or
CBP assigned number of the entity liable for payment of all duties and responsible for meeting all
statutory and regulatory requirements incurred as a result of importation. For goods intended to be
delivered to a foreign trade zone (FTZ), the IRS number, EIN, SSN, or CBP assigned number of the
party filing the FTZ documentation with CBP must be provided.

(4) Consignee number(s). Internal Revenue Service (IRS) number, Employer Identification Number
(EIN),Social Security Number (SSN), or CBP assigned number of the individual(s) or firm(s) in the
United States on whose account the merchandise is shipped.

(5) Manufacturer (or supplier). Name and address of the entity that last manufactures, assembles,
produces, or grows the commodity or name and address of the party supplying the finished goods
in the country from which the goods are leaving. In the alternative the name and address of the
manufacturer (or supplier) that is currently required by the import laws, rules and regulations of the
United States (i.e., entry procedures) may be provided (this is the information that is used to create
the existing manufacturer identification (MID) number for entry purposes). A widely recognized
commercially accepted identification number for this party may be provided in lieu of the name and
address (DUNS numbers are listed as being acceptable).

(6) Ship to party. Name and address of the first deliver-to party scheduled to physically receive the
goods after the goods have been released from customs custody. A widely recognized commercially
accepted identification number for this party may be provided in lieu of the name and address (DUNS
or FIRMS numbers are listed as being acceptable).

(7) Country of origin. Country of manufacture, production, or growth of the article, based upon the
import laws, rules and regulations of the United States.

(8) Commodity HTSUS number. Duty/statistical reporting number under which the article is classified
in the Harmonized Tariff Schedule of the United States (HTSUS). The HTSUS number must be
provided to the six digit level. The HTSUS number may be provided up to the 10-digit level. This
element can only be used for entry purposes if it is provided at the 10-digit level or greater by the
importer of record or its licensed customs broker.

(9) Container stuffing location. Name and address(es) of the physical location(s) where the goods
were stuffed into the container. For break bulk shipments, as defined in § 149.1 of this part, the
name and address(es) of the physical location(s) where the goods were made “ship ready” must be
provided. A widely recognized commercially accepted identification number for this element may be
provided in lieu of the name and address (DUNS numbers are listed as being acceptable).

(10) Consolidator (stuffer). Name and address of the party who stuffed the container or arranged for
the stuffing of the container. For break bulk shipments, as defined in § 149.1 of this part, the name
and address of the party who made the goods “ship ready” or the party who arranged for the goods to
be made “ship ready” must be provided. A widely recognized commercially accepted identification
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number for this party may be provided in lieu of the name and address (DUNS numbers are listed as
being acceptable).

In terms of timing, submission of the ISF to CBP, via one of the two authorised electronic systems (ABI
or AMS), must be done no later than 24 hours before the cargo is laden aboard a vessel destined to the
US. An exception exists for FROB, for which the Importer Security Filing is required any time prior to
lading. For the initial year, and as part of the ‘interim’ portion of the ISF rule, CBP is being ‘flexible’ for
Importer Security Filing elements 5 through 8, being Manufacturer/ supplier, Ship-to party, Country of
origin, Commodity HTSUS number, in that while data must be provided for all four elements by the time
of the pre-lading filing deadline, the data within these elements can be general or summary data which is
then refined and amended up to a time ‘no later than 24 hours prior to arrival in a US port (or upon lading
at the foreign port if that is later than 24 hours prior to arrival)’. Further flexibility is being provided on
elements 9 and 10 (Container stuffing location; and Consolidator/stuffer), in that they will not required
to be submitted until the same 24-hour prior to arrival deadline as the final data for elements 5-8.

For all ISF filings, CBP will transmit an electronic acknowledgement to the filer of an ISF, and will
include a unique identification number. That unique number can be used by the Importer Security Filing
filer to amend an Importer Security Filing, as in the case when it adds data or changes data as more
precise information becomes available. It should be noted, however, that as of early 2009, a number of
uncertainties continued to exist in the details of ISF message transmittal, its timing, and how the various
parties which need to be aware of the transmittal and acceptance (or complete or partial rejection) on a
particular consignment represented by a bill of lading number will have access to that information.

It should also be noted that the ISF regulations provide the opportunity for importers to file their complete
customs declaration at the time of ISF filing, which eliminates the need for subsequent filing of the
customs entry after arrival at the US port. Importers who wish to take advantage of this (potential cost
saving) opportunity must make the filing in the ABI system, either as an authorised direct filer or via a
US customs broker, and must use the full HTSUS number in the ISF, not the abbreviated 6-digit number.
Due to the timing issues and some of the hurdles discussed below, it is unlikely that many importers will
take advantage of this option, at least initially.

5. Enforcement and phase-in

As noted, the ISF regulations went into effect on Monday 26 January 2009. Failure to comply with the
requirement of timely submission of a complete ISF subjects the party obligated under the regulation
(the ISF Importer) to pay US$5,000 in liquidated damages per incident, which is defined at the ISF
consignment level. For a single vessel (which may incorporate a very large number of ISF consignments),
the liquidated damages are capped at US$100,000. Because the ISF institutes a new customs bonding
requirement to cover the ISF obligation, and mandates that for each ISF, either the ISF Importer or its
agent and the carrier be covered by a bond, CBP will be able to issue a bill for liquidated damages directly
to the bond carrier (this is the same mechanism currently used for late filing of import declarations).

CBP has indicated that it recognises that the ISF regulations represent a major change for the trade
community, and have stated that ‘in order to provide the trade sufficient time to adjust to the new
requirements and in consideration of the business process changes that may be necessary to achieve full
compliance, CBP will show restraint in enforcing the rule, taking into account difficulties that importers
may face in complying with the rule, so long as importers are making satisfactory progress toward
compliance and are making a good faith effort to comply with the rule to the extent of their current
ability. This policy will last for twelve months after the effective date and will apply to all aspects of the
filing rule’. CBP has also indicated that it does not intend to use the ISF regulations as a basis to issue
‘Do Not Load’ orders, although it reserves the right to do so if a national security threat is perceived.
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6. ISF impact on carrier and forwarder industry

For carriers and freight forwarders operating as NVOCCs, and already serving the US market, the ISF
and its requirements relating to the ‘2’ are basically an enhancement of the already existing 24-hour rule
manifest process, and should not, in and of themselves, represent an overwhelming challenge in terms
of new process. The requirements for the ISF-5 applicable to FROB, do, however, represent a significant
new compliance burden on carriers, but only if they route cargo to include FROB while visiting US
ports. Perhaps the most significant challenge for the carrier/freight forwarder community will be the
necessity to allocate bill of lading numbers conforming to the CBP requirements to their overseas service
provider and consigner network sufficiently in advance to allow ISF Importer filing, to devise methods to
effectively track both their own and importer ISF filings, link them to individual containers for their own
filings, communicate status to all affected parties, and to ensure that delays related to ISF submission by
the importers or their agents do not unduly delay loading, clogging the ports.

Although the ISF regulation explicitly states that carriers and freight forwarders operating as NVOCCs
are responsible under the regulation ONLY for their ‘2’ filings, and not for the ISF Importer obligations,
as a practical matter many consignments move under door-to-door or similar arrangements under which
the service provider is responsible not only to ensure the movement of the shipment, but also to provide
export filing services in the port of departure and import clearance in the port of arrival. It seems likely
that in many cases, providers will be asked by their customers to add the ISF filing to their menu of
services. Since successful filing requires the gathering of a large amount of data at the port of departure,
this will lead to a slower process, as providers gather the required information from their customers and
the customers’ suppliers. Especially in multi-party consolidation situations, service providers (possibly
multiple per container) will not wish to undergo the risk of being responsible for all or part of a container
on which all required ISFs have not been filed, which may lead to new and time-consuming verification
processes prior to loading. A further complicating factor is that significant differences in functionality
and data availability exist in the ISF protocols in the AMS system versus the ABI system, which may
limit the feasibility of doing (in particular) ISF-10 filings in the AMS system.

7. ISF impact on US importers and overseas suppliers

Notwithstanding the above, it seems fair to say that the major burden of the ISF will fall on the traditional
US import community and its overseas supply base, in particular those that transport most goods via
sea, and which typically import smaller consignments packed in consolidated containers. The bulk of
data relating to an imported consignment and the parties associated with it has historically been in the
hands of the US importer of record, and, unless a self-filer, its customs broker, which had up to two
weeks after arrival of a shipment in a US port to collect, validate and file the information. Moreover,
in order to import into the US at all, the US importer and/or its broker had gone through the process
of obtaining a Customs bond, an EIN number and a filer code, had connectivity (directly or indirectly)
with ABI, and could be assumed to be familiar with the expectations of CBP in terms of data elements
such as country of origin and HTSUS classification. The freight forwarder and its overseas network, in
collaboration with the overseas supplier, was relied on to handle the formalities and steps necessary to
get a consignment exported and on a vessel at the port of origin, and the US importer (even if an overseas
non-resident importer) could rely on its personnel or agents in the US to handle US requirements.

The ISF, particularly ISF-10, has turned this situation on its head, and represents a radical departure from
the status quo. It is true, as CBP states, that most of the data elements required under the ISF were required
before. But they were required at a point in time typically 15-45 days later, and from different parties,
and they were never all required at one time as a pre-requisite for the loading of a consignment onto a
vessel. The ISF-10 requires the amalgamation and submission at one time of transport (data elements 6,
9, 10 + the bill of lading number), commercial (data elements 1 through 5), and compliance (elements 7
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and 8) data prior to physical movement of the consignment. Previously, the transport data was either not
reportable or else easily ascertainable from the record of the transport after it happened; the commercial
data was reported by the party best able to obtain accurate information, namely the importer (generally
either a party to the commercial transaction or closely linked to one or more of them), and at a point in
time when the goods were physically in the US and therefore within the jurisdiction of CBP, and the
compliance data was provided by either a licensed expert (a US customs broker) or the importer familiar
with the laws of the US or at least able to access that expertise. Perhaps some importers, especially the
larger ones, have most or even all of the data required by ISF in their ERP or other systems, through
linkages with their supply chain service providers. But it is much more likely that they have only the
commercial data, or perhaps the commercial and compliance data (linked to invoice and part numbers),
and the service providers, usually multiple providers in multiple roles, have the transport data (or that
portion thereof that relates to them), linked to a bill of lading. Since there has historically been no
business need to link these disparate data universes, it is not an easy task to get the entire dataset in one
place, especially at a time prior to loading.

It should also be noted that the ISF data elements are defined in light of traditional US customs law and
practice. Country of origin is to be indicated in accordance with US origin rules (which vary from those
in the EU and elsewhere), and commodity tariff codes (whether at the 6 or optional 10-digit level) are
to be provided in accordance with US classification practice. Similarly, data elements 3 and 4 under the
ISF require the provision of US official entity identification numbers which, while sometimes known at
the time of import filing, are often difficult to obtain or which may be subject to confidentiality concerns,
especially prior to the loading of the consignment, and if given into the hands of overseas service
providers. As a practical matter, the fact that the ISF must be submitted prior to the consignment’s loading
at the overseas port may create a good deal of difficulty in ensuring data quality if overseas personnel are
making determinations on which data to use. Processes and service providers used for the ISF should be
evaluated in light of their ability to meet the US standards and have access to accurate data.

The name ‘10+2’ was always somewhat deceptive, and has now been abandoned in favour of the ISF.
Nevertheless, the core of the regulations still summarises datasets related to ‘2°, for the carriers, ‘10°,
for most importers, and now ‘5°, for certain categories of merchandise. It is imperative, especially for
persons not familiar with current US import processes, to understand that CBP is assuming that parties
subject to this regulation already know that they must also provide other data, such as bill of lading
numbers, filer identification codes, customs bond codes, and date and time information relevant to the
consignments covered by the ISF along with the ISF message itself. Since CBP and members of the US
trade community have known that these requirements apply to virtually every electronic transaction
made with US Government systems like ABI and AMS, it is assumed that all parties dealing with the ISF
will also be aware of them. Because the data is being assembled much earlier in the import process than
previously, and at the port of origin prior to lading, it is important that these additional requirements be
considered and satisfied while putting the required ISF processes in place, especially if the transaction is
subject to DDP Incoterms or the ISF importer is a non-resident importer into the US.

8. ISF filing: changed processes and cost burdens

There are two basic alternatives: the ISF importer requires its supply chain service providers to provide
it (the importer) with the transport-related ISF data, and the importer (or its agent) takes on the burden of
amalgamating that data with the commercial and compliance data, making the ISF filing, and returning
the acknowledgement to the service provider loading the consignment at the point of origin in a timely
manner. Or, the importer provides the service provider with its commercial and compliance data
(unless the service provider has that responsibility) related to the consignment in time for the service
provider to amalgamate the data, make the ISF filing, and get an acknowledgment prior to loading.
Both scenarios may have pluses and minuses, and depend in part on the circumstances of the companies
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involved. Clearly, for a service provider to take on the burden of the ISF, it will demand compensation
through additional fees. It will most likely also impose strict requirements on the importer to provide its
commercial information in a timely manner, or refuse to perform the ISF transmission (which may result
in the goods staying at the port). The importer cannot, however, pass off its legal liability to CBP for ISF
compliance, and, being subject to fines for infractions, may determine that it is better off ensuring the
accuracy and timely filing of the ISF itself.

In the run up to the ISF regulations, and also in the CBP responses to trade comments made in the
rulemaking process, CBP took the position that the ISF was focused on the minimisation of security
risks, in particular those from potential terrorist activity. Many statements were made that indicated that
ISF responsibility for strict data accuracy and even strict timing was not the focus; instead CBP states in
the ISF regulation notice that “Where the ISF Importer is not reasonably able to verify the information,
the regulations allow the party to submit the information on the basis of what it reasonably believes...
this rule provides flexibilities with respect to certain elements of Importer Security Filings such as the
ability to provide a range of possible responses based on the best data available in lieu of a single specific
response’.

Yet parties making ISF filings would do well to keep in mind that an importer is otherwise responsible
under US customs law and regulations for the accuracy of the data contained in its declarations, and the
jury is quite literally still out on how this standard will ultimately be applied to the ISF. Moreover, CBP
has already signalled that it will track the overall quality of ISF Importer filings, and even provide ‘report
cards’. And as the first step in what is now a potentially three-step standard import filing process, it is
not only possible but quite likely that CBP’s systems will perform comparisons of the data provided in
the ISF versus that provided in the later import entry filings, and that discrepancies will be either deemed
errors or become a factor in the compliance rating of the parties involved. Indeed, such data analysis
is directly in line with the stated reasoning behind incorporation of advance electronic data as a core
element of the SAFE Framework, as being an effective tool in customs risk-based targeting of high risk
consignments or parties involved in the supply chain (whether that risk relates to terrorism, smuggling
or non-compliance).

Aside from the costs associated with additional service fees and investments in IT, one should not overlook
the likelihood of additional inventory, demurrage and storage costs related to delays in gathering the data
prior to submission of the ISF. Ultimately, the increased costs will be borne by the US consumer, and
CBP has itself estimated the cost impact of rule implementation to be on the order of US$7.6 to US$56
billion over the next ten years. This is not a trivial amount (and some commentators think the true cost
will be even higher) at a time when the global economy is in a severe downturn and protectionism is on
the rise.

It is certain that new ISF-related service offerings and fees are being negotiated around the world as you
read this, and it may be some time before best practices develop in this area. The impact of Incoterms
on the ISF, and who bears which portion of the data provision, amalgamation, transmission and cost
responsibility associated therewith, will undoubtedly be the subject of much discussion between sellers,
buyers, importers and CBP for years to come.

9. ISF in the global context: the future of advance electronic data
initiatives

As formulated under the WCO Safe Framework, advance electronic data on consignments moving
in international trade was intended to be a tool for Customs to better enable it to target high-risk
consignments at a point in time earlier than the goods were presented for customs inspection. Data to
be collected was to be limited to a specified set of elements, with standard definitions. Data collection
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was to be done under national law by the national customs administration, and the collected data could
be shared between administrations. Because advance data was contemplated as a consignment moves
outbound (that is, is exported) and as it later moves inbound (is imported), explicit provision was made
for transmission of the outbound data and subsequent risk analysis by the exporting country (which
should, arguably, be in the best position to know the risk status of its exporters) to the importing country,
where it could be used in lieu of a second trader-based inbound advance electronic message in the risk
analysis prior to consignment arrival. Early pilots between the EU and its neighboring countries have
proven the effectiveness of this concept, both in terms of risk-targeting and cost. Because this concept
contemplates international standards-based cooperation between origin and destination administrations,
it allows both a more effective risk assessment at an earlier time (perhaps early enough to catch the risk-
laden goods before they are able to arrive at their point of deployment), and leverages already existing
international supply chain milestones (for example, export filing, manifest filing, import filing) and
parties thereto (for example, exporter, Customs in the country of departure, carrier/forwarder, Customs
in the country of arrival, importer) in a way which could, at least in theory, increase effective risk
targeting on international consignments without a significant incremental cost for the legitimate trader.

Yet, as outlined in more detail above, the first real-world implementation of the concept, namely the
US ISF regulations, may well prove that an attractive concept in theory is a completely different animal
when put into practice. It seems likely that the ISF may achieve its underlying goal of giving CBP better
data much earlier to make its risk targeting more effective. Because, however, it is not in conformity
with the standards set by the SAFE Framework, and utilises data elements, definitions, and messaging
formats which, although in many cases rooted in longstanding US import processes and legal traditions,
are neither known nor in use overseas, which is where a good deal of its impact falls, it seems likely
to be burdensome in terms of cost and process-related delays. Furthermore, the concept of Customs-
to-Customs exchange of risk information on consignments which was so prominently featured in the
SAFE Framework is completely missing in the ISF implementation. Even though the EU is on track to
implement its own inbound and outbound advance electronic data requirements later this year (although
it seems the July deadline may be delayed), the disconnects between the EU outbound data set (which is
quite closely linked to the SAFE Framework data set) and the US inbound ISF data set ensure that traders
will have to be prepared to comply with both on an ocean-bound shipment from Rotterdam to New York,
and almost certainly still do a European export filing and a US import filing as well. That is sure to lead
to cost increases for the trader, and does not take advantage of the efficiency gains contemplated by the
WCO SAFE Framework.

10. Conclusions

It is still much too early to ascertain what lessons the planned implementation of ISF, or subsequent
advance electronic data initiatives planned by the EU and others will bring. But the success of all such
initiatives is dependent on their successful adoption by the members of trade communities affected, and
by effectively moving the borders outward, customs administrations which impose such requirements
have to be cognisant of the fact that their initiatives affect a much broader community than the members
of'the trade in their own country, over whom they have legal jurisdiction. Communication of requirements
to overseas traders, and achieving success in their adoption and implementation of them, is never an
easy task when multiple cultures and languages are involved. In a time of global economic uncertainty,
these difficulties are magnified, especially where what is expected is not international standards-based
and does not leverage what is already required, familiar, and in-place in the exporting country. There
is no doubt that a risk management-based approach to international trade can be a win-win situation
between customs administrations looking to increase productivity and traders looking to reduce costs
through efficient border crossings for their goods, nor is there any doubt that advance electronic data can
increase both customs productivity through improved risk targeting, which should speed processing for
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legitimate trade. But customs administrations cannot lose sight of the fact that data integrity and efficient
automation are predicated on effective data-sharing, whether between trade and Customs or Customs-
to-Customs, and on them playing an active role in ensuring new requirements do not simply mean new
burdens for legitimate trade. As the US ISF implementation plays out over the next year, it should be
carefully looked at by other customs administrations prior to their implementing similar initiatives, and
by the WCO in its further work to keep the SAFE Framework up to date and to further develop the
standards-based approach.
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CHINA: INTERMEDIATE AGENCY
CUSTOMS AUDITS

Damon Paling

Abstract

Over the past few years, the responsibilities and tasks of the China Customs authority
have increased significantly and this has placed great strain on the authority itself and
its control mechanisms. Since 2006, in order to maintain enforcement of customs laws
and meet revenue collection targets, Customs has been trialling the use of intermediate
agencies to conduct customs audits of import/export organisations. A brief summary
of the general principles that have been developed and two issues that are pending are
identified in this article.

Introduction

The China Customs authority, an organisation of some 48,000 officers, is tasked with overseeing those
imports and exports which involve multiple and often competing objectives including the enforcement
of customs laws and the facilitation of legitimate trade. Of particular note is that the revenue collection
target of Customs over the past seven years has increased annually at a rate of about 11 per cent. The
revenue collected by Customs, including customs duty, consumption tax and import VAT, accounts for
approximately 23 per cent of total government revenue collection.

This has placed great strain on China Customs and their control mechanisms. Since 2006 therefore,
in order to maintain enforcement of customs laws and meet revenue collection targets, Customs has
been trialling (on a pilot basis) the use of intermediate agencies — typically local Certified Practising
Accountants (CPA) auditing firms — to conduct customs audits.

Customs has been holding consultation meetings with interested parties in selected cities and
PricewaterhouseCoopers has participated in several of these meetings. One of the main developments
from this initiative is that China Customs will create and publish a so-called recommended list of auditing
firms to conduct audits of companies engaged in Processing Trade and General Trade.

General principles of the new initiative

Subject to what is learnt during the trial period, the intended general principles of intermediary agency
audit are summarised as follows:

*  Customs will solicit, then review and approve qualifying audit firms. Relevant selection criteria
include auditing firm size and qualification, fee estimation, business licence and reputation with the
government.

* Customs will provide some training to the auditing firm.

*  Customs will profile and determine which import/export companies will be subject to a customs
audit.
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Customs will refer to the list of recommended suitable audit firms and contact an approved firm for
assistance in conducting a customs audit. The approved auditing firm will have the right to accept or
decline the request.

The fees of the local auditing firm may be paid either by the Customs authority, the company selected
for audit or a combination of the two.

The local auditing firm will conduct the audit, typically on-site over a period of several days and then
will submit a short report of findings to the local officer in charge of Customs.

The local officer in charge of Customs will work with the company that has been audited to conduct
further checks and validate the findings.

The local officer in charge of Customs will discuss non-compliance issues directly with the audited
company, including the assessment of customs duties, interest, financial penalties, and any corrective
action to be taken.

Latest developments — Circular [2008] 181

The General Administration of Customs (GAC) recently issued an internal circular 181/2008, under
which five Customs regions (Tianjin, Shanghai, Qingdao, Wuhan and Guangzhou) were selected to
participate in the trial of the new initiative, adopting the principles outlined above. Under the trial, the
intermediary agencies can be used to provide three different levels or types of services:

1. To fully or partially conduct a customs audit on site at the company that is subject to a customs
audit. Under this scenario, the intermediary agencies will be engaged by Customs to assist them
in their audit activities and Customs will bear the professional fee. Accordingly, the audit report
produced by the intermediary agencies will be delivered to Customs.

2. To provide technical support to Customs during an audit. Under this scenario, the intermediary
agencies will, again, be engaged by Customs and Customs will bear the professional fee. The
difference between (1) and (2) is that under (2), the intermediary agencies will provide their
service ‘behind the scene’, that is, the intermediary agencies will have no direct interface with the
company under customs audit.

3. To provide audit services, upon Customs’ consent, to the company that is under customs audit in
order to assist the company respond to Customs’ requests for data or other information. Under
this scenario, the intermediary agencies will be paid by the company which engages them.

These arrangements will only apply where:

a. The company under audit is classified as ‘AA’ grade.

b. The companies other than ‘AA’ grade which are under customs audit apply to Customs for
approval to engage an audit firm to conduct a self-review process and submit the audit report
prepared by the audit firm for Customs review.

c. If the company under customs audit has already engaged an audit firm to conduct the self-
review before receiving the Customs Audit Notice, it is possible for the company to submit
the audit conclusion drawn by the audit firm to Customs for review.

In any one of the scenarios mentioned above, if after review, Customs can accept the audit report/
conclusion prepared by the audit firm, they may close the audit case without triggering a further on-site
review.

Circular 181/2008 also further stipulates that:

GAC will establish a recommended list of audit firms at a national level, while the regional Customs
headquarters will also have its recommended list at a local level.
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e The list of reccommended audit firms should be renewed and updated on a timely basis so as to enable
unqualified firms to be removed from the recommended list.

Pending issues

The current trial of intermediary agency customs audits has been under way for approximately two
years. Based on our research and understanding from both the local officers in charge of Customs as well
as GAC, the following issues are currently pending:

*  Who should pay for the service provided by the intermediary agency and how should this be done?
e Can Customs’ powers in conducting customs audits be extended to these external intermediary
agencies?

Outlook

Without a long term solution to the above two issues, it is difficult for Customs to expand the pilot and
make the program permanent. Furthermore, although funding has been secured to support the continued
audit by intermediary agencies of companies that are engaged in Processing Trade, these Processing
Trade intermediary agency audits are likely to be patchy in nature given the funding constraints.

Nevertheless, it is anticipated that other divisions in Customs, such as the Audit Division, will also
seek special funding from the Ministry of Finance to employ external intermediary agencies to conduct
customs audits.

With whatever funding is obtained, it is expected that local officers in charge of Customs will continue
the pilot phase to the extent that financial resources permit. Those intermediary agencies that perform
the audit for the lowest fee are more likely therefore to be used by the Customs authority to conduct such
audits.

Once the abovementioned issues are resolved, we expect that the GAC will issue a more comprehensive
rule regarding the use of intermediary audit agencies.

Damon Paling
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COLLABORATIVE APPROACH TO
SINGLE WINDOW DESIGN
A DRIVING FORCE BEHIND PAPERLESS
TRADING INITIATIVES

Update from the APEC Sub-Committee on Customs Procedures

Single Window Working Group

Working under increased pressure to enhance border security and paperless reporting to government,
customs administrations are seeking to implement initiatives to simplify, centralise and harmonise current
processes to improve international interoperability that will support legitimate trade whilst maintaining
effective border control.

International trade single window developments have been identified as a priority on the Asia-Pacific
Economic Cooperation (APEC) trade facilitation agenda. The APEC Sub-Committee on Customs
Procedures (SCCP) Single Window Working Group together with subject matter experts, standards
organisations and other relevant stakeholders from industry are working to support the realisation of the
single window vision for the region.

The Single Window Working Group’s aim is to deliver capacity building assistance to APEC economies
to support the development of paperless integrated border management initiatives in the region. The
group is also working to bring together the experience of APEC member economies by establishing a
repository of pilot projects and proofs of concept thus enabling economies to publish their work and share
experiences, results and lessons learnt. The repository will provide a valuable source of information not
currently captured or available in a single location.

Promoting and supporting the development of paperless trading initiatives and use of international
standards will lead to improvements in supply chain reporting, which will be of benefit to all APEC
economies.

In response to the current financial crisis, we may see APEC economies take a more cautious approach
to implementing large multi-agency change preferring to adopt a staged approach focussing on high
priority areas that demonstrate greater need and solid return on investment for government and the
private sector. The adoption of an incremental or staged approach combined with early identification of
the longer term intent would assist in developing a solid foundation that could accommodate subsequent
expansion.

In 2008 in Lima, Peru, at the Twentieth APEC Ministerial Meeting, the APEC Ministers released a
Joint Statement. In that statement the Ministers ‘instructed officials to work towards the implementation
of international trade “Single Windows” across APEC using recognized international instruments and
standards to enhance interoperability of trade systems’ and ‘reinforced the importance of a strategic,
goal-orientated and multi-year approach to capacity-building that assists APEC economies achieve the
Bogor Goals’.

The Single Window Working Group’s capacity building efforts are in harmony with this Joint Statement
and support the efforts of APEC economies in reducing trade transaction costs by an additional five per
cent by 2010.
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The opportunity for innovation inevitably brings with it a number of challenges. This is evident in
efforts to create a roadmap and implementation strategy to guide APEC economies towards achieving
the single window vision. All member economies operate within a unique environment and are looking
for a flexible approach to the design, build and implementation of single window systems.

Despite the challenges, there are a number of important benefits to be realised from a collaborative effort
and exchange of ideas including the opportunity to establish global partnerships to facilitate paperless
trading, a shared understanding of aims and objectives, identification of differences and alignments,
exploration of opportunities for international interoperability, early advice of overseas developments, the
promotion of a whole-of-government approach and the establishment of a shared vision and development
pathway for single windows.

In Sydney in April 2007, the newly-formed Single Window Working Group invited a wide range of
stakeholders to contribute to the formation of an APEC Single Window Strategic Plan and Development
Report, subsequently published in 2007. The workshop created positive momentum, providing a solid
foundation for future cooperation, and industry representatives were appreciative of the opportunity to
provide input into future trade-related developments.

The final workshop, to be held in Singapore in April 2009, will showcase the outcomes relating to the
six recommendations outlined in the Single Window Strategic Plan. At this final workshop, member
economies and industry will once again be invited to contribute their comments and ideas on the draft
version of the final deliverable prior to its presentation for endorsement at the second meeting of the
Sub-Committee on Customs Procedures in July 2009.

The delivery of this final report will conclude Phase 2 of the Single Window Working Group and
the group’s term. The exchange of ideas at the April workshop in Singapore will contribute to the
discussion regarding the potential continuation of the working group and identification of possible future
objectives.

Further information can be obtained by contacting APECSWWG@customs.gov.au
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GUIDELINES FOR CONTRIBUTORS

The World Customs Journal invites authors to submit papers that relate to all aspects of customs activity, for
example, law, policy, economics, administration, information and communications technologies. The Journal has a
multi-dimensional focus on customs issues and the following broad categories should be used as a guide.

Research and theory

The suggested length for articles about research and theory is approximately 5,000 words per article. Longer items
will be accepted, however, publication of items of 10,000 or more words may be spread over more than one issue
of the Journal.

Original research and theoretical papers submitted will be anonymously refereed. This process may result in delays
in publication, especially where modifications to papers are suggested to the author/s by the referees. Authors
submitting original items that relate to research and theory are asked to include the following details separately from
the body of the article:

» title of the paper
* names, positions, organisations, and contact details of each author

* bionotes (no more than 50 words for each author) together with a recent photograph for possible publication in
the Journal

* an abstract of no more than 100 words for papers up to 5,000 words, or for longer papers, a summary of up to
600 words depending on the length and complexity of the paper.

Please note that previously refereed papers will not be refereed by the World Customs Journal.

Practical applications, including case studies, issues and solutions

These items are generally between 2,000 and 5,000 words per article. Authors of these items are asked to include
bionotes (no more than 50 words for each author) together with a recent photograph for possible publication in the
Journal. The Editorial Board will review articles that relate to practical applications.

Reviews of books, publications, systems and practices

The suggested length is between 350 and 800 words per review. The Editorial Board will review these items
submitted for publication.

Letters to the Editor

We invite Letters to the Editor that address items previously published in the Journal as well as topics related to
all aspects of customs activity. Authors of letters are asked to include their name and address (or a pseudonym) for
publication in the Journal. As well, authors are asked to provide full contact details so that, should the need arise,
the Editor-in-Chief can contact them.

Authors of papers previously published should provide full citations of the publication/s in which their paper/s
appeared. Where appropriate, authors are asked to obtain permission from the previous publishers to re-publish
these items in the World Customs Journal, which will acknowledge these source/s. Copies of permissions obtained
should accompany the article submitted for publication in the World Customs Journal.

Authors intending to offer their papers for publication elsewhere—in English and/or another language—are asked
to advise the Editor-in-Chief of the names of those publications.

Where necessary and appropriate, and to ensure consistency in style, the editors will make any necessary changes in
items submitted and accepted for publication, except where those items have been refereed and published elsewhere.
Guidance on the editors’ approach to style and referencing is available on the Journal’s website.

All items should be submitted in Microsoft Word or RTF, as email attachments, to the Editor-in-Chief:
editor@worldcustomsjournal.org
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