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Abstract

Supply chain security programs raise several legal issues. This paper outlines some of 
those questions as applied to the border between Canada and the United States (US). 
As modern customs administrations adapt to take increasing account of security needs, 
international cooperation will be crucial, along with consultation with the business 
sector. 

1. Introduction
After the attacks of September 11, 2001, Canada and the United States (US) signed a ‘Smart Border 
Declaration’ designed to enhance cooperation among their border officials on security issues while 
facilitating legitimate trade.2 Given the commercial importance of this border, several commentators 
have suggested that the best way to address security concerns is to develop a common perimeter around 
either Canada and the US or the whole of NAFTA,3 with elimination of internal trade barriers and a 
common external regime presented to the outside.4 In my view, such a security perimeter would be too 
complicated and unworkable.5 Instead, it is suggested that Canada and the US should continue in the 
direction set in the Smart Border initiative and pursue administrative measures such as the programs 
discussed below to support both security and trade.

This paper describes the countries’ two main supply chain security programs and comments on the 
international legal framework and selected issues in domestic law. As this is a land border, the paper does 
not address maritime shipping container security, although Canada and the United States have entered 
into an arrangement on container security.

Supply chain security raises issues that highlight the need for cooperation as modern border administration 
adapts to deal with the evolving commercial context and current threats to security.

2. PIP and C-TPAT
Partners in Protection (PIP) is the supply chain security program of the Canada Border Services Agency 
(CBSA). It was first developed in 1995 and has been modified since that time, most recently in June 
2008.6 PIP status is available for importers, exporters, carriers (highway, rail, marine or air), customs 
brokers, couriers, warehouse operators, freight forwarders and shipping agents. PIP members must own 
or operate facilities in Canada. US-based highway carriers do not need Canadian facilities if they are 
also members in FAST, the Canada-US/US-Mexico program for ‘Free and Secure Trade’ that offers 
priority clearances into each country. PIP applicants are asked to provide information on physical 
security and documentation of cargo, personnel, security training, and the selection of business partners 
along the supply chain from point of origin to destination. PIP members enter into a memorandum of 
understanding with the CBSA. According to the model memorandum available on the website, the PIP 
program is intended to assist CBSA ‘to enhance border security, combat organised crime and terrorism, 
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detect and prevent contraband smuggling and increase awareness’ of security issues (paragraph 1.1). 
Also according to the model memorandum, CBSA will consider PIP members for front-of-the-line 
inspections and priority in emergency situations (paragraph 3.1). The model memorandum further 
states that it represents an administrative understanding that is ‘not intended to be legally binding or 
enforceable before the courts’ (paragraph 2.3). 

The Customs-Trade Partnership Against Terrorism (C-TPAT) is the supply chain security program of US 
Customs and Border Protection (CBP). It is available for importers, carriers (highway, rail, sea or air), 
foreign manufacturers, customs brokers, port operators, freight consolidators and third party logistics 
providers.7 The territorial criteria for membership are wider than the criteria for membership in the 
Canadian program. To be eligible for C-TPAT, importers must have a business office staffed in the US 
or Canada. Highway and rail carriers must have a business office staffed in the US, Canada or Mexico.8 
Foreign manufacturers must be incorporated in Canada or Mexico. Customs brokers and members in 
most of the other categories must have a business office in the US. Like PIP, C-TPAT members are 
assessed for physical security and documentation, personnel, security awareness and training, and 
security measures in the choice of business partners, including whether a business partner is certified in 
the supply chain security program of a foreign customs administration. Since many of the employees of 
C-TPAT members are outside the US, the criteria for several of the listed membership categories state 
that background checks are to be consistent with laws applying in the place of employment, including 
foreign laws. C-TPAT members have access to programs such as FAST and the possibility of fewer 
inspections or at least front-of-the-line status if they are directed to inspection.

On 28 June 2008, Canada and the US signed a mutual recognition arrangement acknowledging that 
the two countries’ supply chain security programs use similar standards and site validations.9 The 
arrangement falls short of automatic mutual recognition of status for members, however. In a joint report 
in February 2008, the US Chamber of Commerce and the Canadian Chamber of Commerce argued for 
full recognition of status, so that companies would only need to be certified in one program, not both.10 
In a follow-up report, the two Chambers of Commerce noted that while the two programs are now more 
closely aligned, membership status is still not mutually recognised.11

3. GATT and NAFTA
At the land border between Canada and the US, the FAST program provides designated lanes for 
clearances of imported goods. For shipments to benefit from this treatment, the importers, carriers and 
drivers must all be approved under the country’s supply chain security programs. Membership in a 
security program could produce some commercial benefit on its own. FAST approval offers the additional 
advantage of separate lanes for speedy, predictable clearances. 

The major potential questions over compliance with World Trade Organization (WTO) and NAFTA 
obligations have to do with the requirement of facilities or offices in the country of import to qualify for 
membership.

The main General Agreement on Tariffs and Trade (GATT) provision to consider is Article I, providing 
for most-favoured-nation (MFN) treatment. Assume, first, a shipment of tomatoes from the US imported 
into Canada by an importer resident in Canada, using the FAST lane since the importer and carrier are 
members of PIP and the driver is approved under FAST. Compare this shipment to an importation of 
tomatoes from Mexico that undergoes a lengthy and more expensive clearance process into Canada 
because the importer of record does not have facilities in Canada and the FAST lane is therefore not 
available.12 In the words of Article I, the clearance would be a formality in connection with importation, 
and the question is whether the US tomatoes have received an advantage, favour or privilege not 
accorded to the Mexican tomatoes. The answer is debatable, since the importer of the Mexican tomatoes 
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presumably is not prevented from setting up an office in Canada to qualify for PIP. The requirement for 
local facilities could be questioned, however. Is there otherwise a commercial reason for a trader to have 
offices in every country with which it does business?

Within NAFTA, there could be further questions over both investment and services. The definition of 
investment in NAFTA is very wide, including certain loans and profit-sharing arrangements13 that might 
not result in owning or operating an office in Canada. If one investor qualifies for the FAST lane while 
another does not, is there a breach of MFN treatment, contrary to NAFTA Article 1103? A possible but 
less likely argument is that the difference amounts to a prohibited performance requirement, imposing a 
preference for local office rental services, contrary to Article 1106(1)(c). A stronger argument over the 
prohibition on imposing performance requirements on investment relates to the preference for domestic 
service providers such as customs brokers, couriers, freight forwarders, consolidators and other third 
parties, who may need local offices to be acceptable business partners. Chapter 11 of NAFTA is not 
simply about establishing or selling a foreign investment, but applies to management, conduct and 
operation of the investment as well.

Chapter 12 of NAFTA on services has wide coverage and contains both MFN and national treatment 
obligations.14 It relates to measures respecting presence of a service provider in the territory (Article 
1201(d)) and states that no Party may require residence or a local office as a condition for the cross-
border provision of a service (Article 1205). Several potential arguments – particularly the national 
treatment obligation in Article 1202 – are available for customs brokers, freight forwarders and various 
service providers based in the NAFTA territory, unless reservations apply. Canada has reservations from 
Articles 1202 and 1205 for customs brokers, duty free shops, air transportation, truck transportation and 
water transportation.15 

It is not clear that breaches of GATT or NAFTA are present in the supply chain security programs, but 
if any are found, would the national security exemption provide justification? The exemption, in nearly 
identical wording, is in GATT Article XXI and NAFTA Article 2102. It permits a Party to take any action 
that ‘it considers necessary for the protection of its essential security interests…taken in time of war or 
other emergency in international relations’. This is quite wide and the self-judging language gives a Party 
obvious leeway in the interpretation of the exemption, although it may be argued that the deference to 
Party views only relates to the necessity of the action and not to whether an ‘emergency in international 
relations’ is present. Countries may hesitate to devalue this exemption by using it as a way out of their 
trade obligations on a permanent basis.16 Canada, for example, might not want to argue that all of its PIP 
goals, including the prevention of organised crime and border smuggling, have become emergencies. If 
the GATT or NAFTA exemption is not suitable, countries could still turn to general public international 
law for some defences to state responsibility,17 although these are not likely to be more generous than the 
GATT/NAFTA exemption. 

Public international law raises the further issue of extraterritoriality. By their nature, supply chain 
security programs relate to acts, property and inspections outside the territory of the importing state. By 
establishing these programs, are states attempting to extend their regulatory or enforcement jurisdiction 
too far? The protective principle is an accepted basis for extraterritorial regulatory jurisdiction for 
vital interests such as security, protection of the currency and immigration.18 It could be a sufficient 
foundation for matters relating to border security, but might not stretch so far as to include the control 
of ordinary criminal activity. Since the programs are voluntary, applicants for membership consent to 
site validations as part of enforcement. There may be a question whether such extraterritorial inspections 
are intrusions into the territory19 and thus require consent from the country where they are to take place, 
although they are not exactly analogous to enforcement of legal requirements imposed on imports. The 
mutual assistance treaty of 1985 between Canada and the US could have some relevance, but it does 
not provide for extraterritorial inspections by foreign officials operating on their own, independently of 
domestic officials.20 As a practical matter between most trading nations, consent would be forthcoming, 
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since a country would not want to see its traders disqualified from membership in supply chain security 
programs. As security concerns become a permanent feature of modern customs administrations, they 
will likely produce a tendency for some extraterritoriality and a corresponding need for cooperation.

3. Domestic law (Canada)
The main area of possible friction between supply chain security programs and domestic law relates to 
privacy and human rights issues in employment law. If the security program is drafted on the basis of the 
domestic law of the importing country, it could push employers to ask for and then report information 
they cannot legally demand or provide in the country of employment.21 The reporting of personal data 
raises particular concerns if the information will be held outside the territory.22 

In addition, if employment opportunities are conditional on distinctions that are not permissible in the 
country of employment, employers risk violating domestic human rights law. In a different context, 
Canadian firms have experienced this issue in the application of certain US export control regulations 
that restrict access to information by persons holding a citizenship other than US or Canadian, as national 
origin is a prohibited ground of discrimination in Canadian human rights law.23 Deference to the law of 
the place of employment is a way to avoid these problems, but such deference may conflict with strong 
competing public policies in the other involved country.

The 2009 report by the US Chamber of Commerce and the Canadian Chamber of Commerce noted that 
participating companies could be ejected from a supply chain security program for even just one security 
incident. The report recommends that such explusions be limited to situations where either the company 
or the driver was in some way complicit.24 For security incidents relating to documents and customs 
formalities, the recommendation would be in line with GATT Article VIII which limits penalties for 
infractions committed without fraudulent intent or gross negligence. GATT Article X:3(b) requires that 
Members maintain a system of independent judicial or tribunal review of administrative actions relating 
to customs. The Federal Court of Canada has already ruled in favour of one driver who had his FAST 
card and Commercial Driver card confiscated for failure to declare a small bottle of scotch whisky, which 
would not have been dutiable had it been declared. The confiscations were overruled and the matter 
returned to the Minister for reconsideration. A three-year ban on reapplication by the driver was also 
overturned, since the relevant regulation did not allow for a suspension beyond 90 days.25 Similar cases 
can be anticipated in other countries, as supply chain security programs are accepted as a usual feature 
of customs administration. 

4. Conclusions
International harmonisation efforts are very demanding. One response to enhanced security concerns 
across the Canada-US border has been to argue for a common security perimeter that would involve 
significant harmonisation of domestic standards and a level of integration that, I suggest, is unrealistic. 
A better alternative is to focus on techniques of border administration, which will still present challenges 
to be resolved in light of differences in domestic policies. On security issues, it cannot be expected that 
it will be easy for countries to share risk management and enforcement efforts. As between Canada 
and the US, it has not been possible to achieve mutual recognition of membership status in supply 
chain security programs, a result that is understandable given the high volume of trade between the two 
countries. As the World Customs Organization has noted, it will take time to achieve a global system 
for mutual recognition of Authorised Economic Operator status in such programs.26 Even if recognition 
is unavailable, using similar techniques and asking for similar information can make the procedures of 
international trade easier for commerce.
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Since supply chain security programs are voluntary, businesses must be convinced that they produce 
sufficient benefits to justify the cost of qualifying for membership. Companies that still experience 
a high rate of inspections and little reduction in wait times may decide that the expense is too high. 
The US Chamber of Commerce and Canadian Chamber of Commerce note that a major limit on the 
current usefulness of PIP and C-TPAT membership is that a FAST lane may only be provided in the 
access area just before the inspection booth.27 Any border congestion prior to that point slows down all 
vehicles equally. As modern customs administrations adapt to the new security environment, it is crucial 
to consult with commercial interests in order to encourage private sector participation, especially in 
difficult economic times. 
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